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Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Pelzer Communications Corporation
Form 499 Filer ID: 824520
EB Docket No. (6-36

Dear Ms. Dortch:

Pursuant to 47 C.E.R. § 64.200%(e), Pelzer Communications Corporation hereby
submits 1ts Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

P

k4

Aftomey for
Helzer Communications Corporation

Enclosures
ce: Bonita Bailey



Federal Communications Commission
Page Two

I, Bonita Bailey, Vice President of Pelzer Communications Corporatiot, certify that I am
an officer of the company named ahove, and acting as an agent of the company, that I
have personal knowiedge that the company has established operating procedures that are
adequate to ensure compliance with the Commission’s CPNI rules. See 47 CF.R §
64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Pelzer Communications Corpotation’s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 ef seg. of the
Commission’s rules.

Name: Bonita Bailey ¥
Title: Vice President

FOC Anmual Filing



Federal Communications Commission
Page Three

Annual 47 C.E.R. § 64.200%(e) CPNI Certification
EE Docket 06-36

Pelzer Communications Corporation has not taken agy actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with reapect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Pelzer Communications Corporation has not received any customer complaints in
the past year concerning the unauthorized release of CPNI (number of customer
complaints a company has received related to unauthorized access to CPNL or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized 1o receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

Signed ' ﬂué}%

Bonita Bailey, Vice Prcside@ e

FOC Annual Filing



Annual 47 C.F.R. § 64.2009(¢) CPNI Certificafion
EB Docket 06-36

Exhibit A

Pelzer Communications Corporation

Compliance Requirements



Pelzer Communications Corporation
8757 Georgia Avenue, Suite 410
Silver Spring, Maryland 20910

Compliance Requirements

Pelzer Communications Corporation {"Company”) maintains the following opersting procedkires to ensure
compliance with the requirernants set forth in Section 84,2001 et seq. of the Commission's rules.

Seetion 64,2008 Yise of castomer proprietary wetwerk informution withowt cnstomer
approval.

(=) Any teleoommuiostions carrier mey use, disoiose, or permit aceess to CENI fuy the purpuss of
providing or marketing servics offerlngs among the catopories of service (e, lockl, lnterexchange, and
CMRS) to which the customer already sobucribes Hom the seme cartler, without costomer approval,

{1y i o telecommunications carrder provides diffsrent onlegories of service, and a oustomer
subscribes o more than one cetegory of servies offered by the carder, the carrier is purmitied to shace
CPRT among the carrder’s affiliaed entithes that provide a servies offtring to the customar,

2y Ha telocommunicstions carrler provides difirent catepories of service, but & customer does
not subsoribe fo move than one offering by the carsler, the varier B not penaitted o share CPNI with it
wffilintes, excupt 83 provided in §64.2007(k).

() A telesommunications carcier may not wee, discloss, or permdt wocess to CPNI to market to a
cusfomer service offirings thet are within a category of ssevics to which the subseriber does not alsady
sobsoribe from that cerrier, unless {hat carrier has cugioiner spprovel wr do ag, exoept as described in
puragraph(c) of this sectlon,

{1) A wireless provider may uss, disclose, or peerit access fo CPNL dertved fow ltg provision of
CMRS, withomt eustomer approval, for the provision of CFE and infornation service{s). A wireling carrier
may wee, disclose or perpit scoess o CPN derived from it provision of lopal exchange serviee .or
Interexchange service, without customer approval, Tor the provision of TFE and cali mswering, voioo mell
or messaging, voice stotage and retrisvad services, fax store aud forward, and pretosnl conversion.

) A wlecommeniostions caier may not use, discioss, oF periit access w CRNI to fdentify or
track costomers that orll competing servios providers. For example. = local exchange carvier may aot vse
locad service CPRT to track all customenrs that rall lacal service competitors.

{€) A teleconmmnications carrier may use, disolose, o permit aceesy o C‘?NI, without customer
approval, =5 described in this prragraph ().

(1) A wheoormmuniontions carrler may use, disclose, or permil acvess fto CINI, without cestomer
approvsl, in its provision of inside wirlng installation, waintenance, and repalr services.

{27 CMRS providers may use, discloss, or parmil socess to CPIT for the puipose of conducting
research on the hoalth offects of CMRS,



(3) LECs, CMRS providers, and interconnected VelP providers may use CPNJ, without eustomer
approval, to market services formerly known as adjuncito-hoste services, such as, but not limited to, speed
dialing, computor-provided divectory assistance, call moniloring, call tracing, call blocking, call return,
repoat dinking, call tracking, call waiting, caller 1.0, call forwarding, and verlain Centrex {eatures,

i) Atelecomimunications carrier may use, disclose, o7 povmit accesy to CPNI to protect the rights
or property of the oarrier, or (o prolect users of those services and other carrises fom frandulont, abusive, or

unlaw it use of, or subscription 1o, swuch services,

The Company hay adopled specific CPNI policies 10 ensire e, in the absence of castomer appravel,
CPNE iv only used by the Company fo provide or market service offerings aimeng the cutegories of
service (Le., local, Interexchange, and CMRS} fo which the costomer already subscribes, The
Companp's CPNI podlctes prokibit the sharing of CPNF with aifilinted commpanies, except as perinitted
under Rule 64.2005(a)(1) or with cusiomer gpyroval prrswant 1o Rule 64.2007(h, The only exceptions
ta these policies are as permitted wider 47 U.85.C. § 22200) und Rule 64,2005,

Seutivn 64.2007 Approval reguired for use of customel” proprictary network information,

(a) A telecommunications cavrfer may oblakn approval through written, oral or elecironic
methods,

(1) A telecornmunications carrier relying on oral approval shiall bear the burden of dowonstrating
that such approval has been given in complance with the Commission’s rules in this pant.

2) Approval or disapproval to vie, disclose, or permit access to & castomer’s CPN obtained by a
telocommusicstions carrier vaust remais in offect until the customer revokes or Hmits such approval or
dsapproval.

(3) A telecommunications carrier must maintein revords of spproval, whether otal, written ar
electromie, for at least one year,

It el clremmstanices where customer gpproval is required fv use, diselose or parntit neeess lo CFNI, the
Compary's CPNT pollcles reguire thal the Corpany vbtuin custemer epprovel trough written, oral or
efecironic meiftods In complionce with Rele 64.2007. A cuveomer's approval or disapproval rewnains in
affect until the customer revokes or Hnils the approval or disapprovel. The Company molniaing records
of cusiomer upproval (whather written, oral or electronics for @ mindmag: of one year,

by Use of Opt-Out emd Opi-n dpproval Processes. A telecormunications cargier may, subject
1 opt-out approval or opl-in approval, wsc its custorner’s hudividually identifisble CPNI for the purposs of
marketing communications-related services to that customer. A telecommunications carrisr may, subjsct to
opl-out appraval or opi-in approval, disclose its custotier’s individuaily identifiable CPNI, for the purpose
of merketing conumunications-related services to that custorer, o its agents snd is affiliates that provide
communications-related services, A teleconwmunications carrier may also permnit such person or entities w
obtein access to such CPNI for such parposes. Except for nse and discloswre off CPNI that i permitred
without customer approval under seotion §64.2005, or tat is described fn this paragraph, or as otherwise
provided in section 222 of the Compunicstions Act of 1934, as atnended, a telecommunications carier
may only use, disslose, or permit access to its customer’s Individually identifiable CPNI subject to opi-in
approval.

The Company dpey not wse CPNI for any puspove (inciuding marketing communications-velated
sarvices) and does not disclose or grast aceess fo CPNY to any party (including to wgends or afffiintes hat
provide commanications-rebmted services), sxcapt as permidied ander 47 U800 § I22¢d) and Rule
64,2003,



Section 64.2008 MNotiee required for use of custormer proprietary network information,

{8)  Notification, Generaily. (1) Prior o any soliciwiion for customer upprovel, a
iolecommunications cander must provide notification to the customer of the customer's right o restriot use
of, diselose of, and aceess to that castomer’s CPNL

{2} A telecorsmunications carrier pwst meintain records of notification, vhether oval, written or

elecironic, for at |¢ast one yaa

(b} Irdividual notive to customers must be provided when soleiting approval 1o use, disclose, or
perait ageess to customers” CPNIL

(¢y Combent of Naties, Cugiomer notifivation mugt provide sullicleny infarmation to ensbie the
cusiomer o make an informed decision a8 to whether to permit 2 camrier 1o vse, discloge, or permit access
to, the cystomer’s CPNL

{1} The notification ruust state that the customer has & right, and the caier has a duty, under
Tederal Iwwy, to protect the confidentiality of CENI,

(2) The motification must spseify the types of nformation that constitute CPNI and the specific
entities that will reesive the CPNI, desoribe fhe purposes for which CPNI wiil be used, and infovm the
customer of Ms or her vight 1o disapprove those uses, and deny or withdraw access to CPINT at any tims.

{3) The notifieation nwest advise the cusiorer of the precise steps the cuglomer must fake in order
to grant or deny access to CPNI and munst clemly state that « denfal of approval will not affect the
provision, of any services {o which the customer subscribes, However, carriers may provide & twiel
statement, in 2 clear and nevtral language, describing consequences directly resuliing feom the Jack of
neoess lo CPMIL

(4) the notification must be comprehiensibie and mast not be mislsading.

{5) If written notification is provided, Ow notice mugt be clsadly egible, use suffiviently large
aype, and be placed in e ares so 48 to be readily apparent to s customer.

{6) I sy portion of & notification |z fénslated into another language, then sll portions of the
notification must be ranslated Into thet language.

(7} A carrier may state Tn (he notification {hat the customer's approval to use CPNI may enhance
the eatrler's sbility to offer products and servicss tailored o the customer®s needs, A carrier also may state
ine the notitication that it may be compeiled to disclose CPNI to any petson upon affirmative writien request
by the customar.

(8) A carrier may not inclide in the notification any stateanent attempting to encovrage a custorer
to freere third-party access to CPML

{9} 'The notification must stafe that any approval, or tdenial of approval fir the use of CPNI
outside of the service o which the customsr already subscribes fiom that carricr 9 valid withi the custemer
affirmatively revokes or {imits such approval or denial.

{10 A lelesommunications carrier’s solicitation for approval must be proximate o the
notification of & customer’s CPNI rights,

The Company’s CPNF polictes reguire that customers be notified of their rigltts, and the Company's
obligotions, with respect to CPNT prier to anp solicliation for customer approvel, Al required cusfamer
Hotices (whether written, 0ral or electronic) comply with the requirements of Rule 64.2008. The



Compuny melniaing records of all required customer nofiees feheiher writfen, ovdl or electronic} for o
wmininwem of one year.

{8) Notice Reguirements Specific fo Opt-Owt. A telecommunioativng varrler most provide
notificalion 1o obtain optout approval tlwough clectonls or wiltten methods, but not by oral
communication {excopt as provided in paragraph () of this section). The contents of any such potification
must comply with the requirements of paragraph {g) of this section.

{3} Carriers mwst wail 2 3G-day mininun period of time afier giving customers notice and an
Opponumu wy vpt-out before assuming customer approval to use, disclose, Ur permit access v CPNL A
parrier may, o ifs diseretion, provide for a longer poried.  Carrlers raust nolify costormers as ko the
appHcable waling perfod for a response bofore approval is assumed.

(i) In the case of an clectranic form of notification, the walting period ghall begin to man from. the
date ob which the notification wag sent; avd

(if) I the case of notiffcation by mail, the waiting peried shall begin to run on the thivd day
following the date that the notification way mailed.

(23 Carvlers using the o;::tvout mec«hamsm must provide notiees (o thelr customers every two
YOurs,

(3) Telecommunications carriers that vse e-matl to provide opt-out notives must comply with the
following requirements in addition io the requirements goerally applicebls to notification:

(i) Canriers must obiain express, verifigble, prioy approval fom consumers 0 send notices via -
mail regarding their service in general, ur CPNY ip particular;

(it) Canisrs must atlow costormers to reply divectly to e-mails contaiming CPMNI netices In order to
apl-out;

(i} Opteout e-mail aotices that are refwmed 10 e carrder as wdeliverable must be sent to the

-custoraer bn ancthey form befoe carricrs may consider the tustomer to have rsceived netice;

{iv) Carriers thet uge e-tngil 1o send CPNI gotices must ensurs that the spbject Hae of the message
sioarly and acourzrely identifies the subjecs matter of the e-mail; and

(v} Telecommunicztions carrders must make available fo every custoner a method to opt-ous that
is of o additional cost 1 the customer and that Is available 24 howrs a day, soven days o week, Carriers
may satisfy this requirarnent through 4 combination of methods, so long as all cugtomers have the ability to
opt-out at no cost and are able to effociuute that choice whenever thay chsose.

The Company dees not currently solicit "opt out" cusiomer approvol for the wse or disclosure af CPNL
The Company dves not wse CPNI for ony purpose (Mnclnding maskering compminications-related
services) and does not disclose or grant access to CPNT o any perty (including to agensy or gffitiases ihat
provide communtications-relnted services), except as permitted under 47 LS § 222(d) and Rule
64,2005,

(e}  Nufice Requirements Specific fo Opt-In. A {elecommunications carrier may provide
notification 1o oblain api-in approval tirough oral, written, or electrenic metheds. The comtents of any such
novification must comply with the requivemants of paragraph (¢) of this seetion,

The Compaty does wot currently soliclt "opt " customer approval for the nye or disclosure of CPNL
The Company does not uve, disclose or gravt acoess fo CPNE for any parpose, {o gny party or i any
neanseer that \0onld require o qustonter's "ept ' approval under the Cotmtissions CPNT Rules.



{f) Notice Reguiraments Specific to One-Time Use of CPNL (1) Carriers may use oral notice to
obtein imited, onedime vse of CPHL for nbound and outbound customer {elephone contacts for the
durstion-of the call, regardloss of whether carricrs use opt-out or opt-in approval based on the nature of the
conact.

(23 The conlemts of sy such notification must comply with the requircments of paragraph (&) of
this goction, except that wlecommunications carriers may omit auy of the following notice provisions if not

relovant 1o the 1inited Gee Tor WiNGH Dhe CAlTier SEoKs G

(1) Carriers need not advise custorners that if they have opted-aut previousty, no action is needed
to maintaip the opl-out election;

(i} Carriers need not sdvive customers that 1hey moay shars CPNI with their affiliates or third
parties and need rot name those ontities, iT the lmited CPNI usage will not restit In vse by, or disclostue
te, an affiliate or third party;

(i1} Canriers noed not disclose the means by which a customer can deny or withdraw fubure access
te CFNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is Hmited
to one-time use; and

(ivy Carriers mey omit disclosure of the precise steps 2 customer must take in order to grant or

deny access to CPNI, as long as the carrier clearly comumunicates that the customer can deny aceess 10 his
PN} for the call.

I fpstances wherg fie Company seecks oie-fime customer approval for e use or disclosure of CENY,
the Compuny obiafrs such approval fn accovdance with e disclosares, methods aud requivements
confalped i Rule 2608(f.

Section 64.2009 Bafeguards reguired for use of customer propristury vetwork information,

(#) Telecommunlcations carrers sl boplement a system by which the stafus of 4 customer’s

{CPRI gpproval can be clearly established prior to the'use of CENL

The Compuny’s billing spsiem allews awihorized company personnel {0 eusily determine the statns of a
customer's CENT approval on the custonter aceoud! serecht prior fo the use or disclostire of CPINL

(o) Telecommomications carrders wmst @aln their personued as to when they are and are not
authorized ta use CPNI, and carriérs must have s express disciplinary process in place,

The Compony has esteblished CPNF comnplinnce policles thot Include employee tralning on resivictions
on the use ard disclosure of CPNT and reguired safeguards 1o pratect agelnst unauthorliied nse or
disclosure of CPNL  Ewnployees have signed that they sndersiand the CPNI policles and 4 violation of
those policies will resulf In disciplinary action.

(¢} Al cwriers shedl maintatn a record, electrouically or in sems other manner, of thelr own gnd
their affilintes’ sales aid markoting campaigns that use their custorners” CPNIL Al carriers shall matuiadn a
record of #H instances where CPNI was disclosed or provided to third parties, or where third parties were
sliowed wocess to CPNE The record must include a deseription of each cempaigh, the specific CPNI that

was veed In the campaign, and what products and services were offered as a purt of the canpaign. Carviers .

shall retain the record for a minimum of one year.

The Company’s CPNI pelicies reguire that all sales and wurketing campuwiges inclading these ntdiizng
CPNT be recorded and hept on file for af least one year, Records are alzo muintained for disolusure or
access to CONT by third pariles. The records Include the reguired information Gsted in Rule 64.2009(c),



(4} Telecommunications carriers nust establish a supervisory review process yegarding carrier
complianse With the rules in this subpatt for ont-bound marketing sirations and maiuisin records of corrier
complianes for 2 minimum period of ore year. Specifieally, sales personnel must obtain sapervisery
approval of any proposed out-bound mariceting request for customer approval.

The Compony’s CPNI policies require employees fo obtain opproval frem the Company’s CPNE
Corptianee Qfficer for afl movketing compaipns, inclnding these niliizing CPNE prior to tuiticting that

cantpaigr,.  Record of the marksilng eampeigns, alohg with the apprepriafe supervisory approval Is
muineained for af feast one peas.

(e} A wlecommunications cerrier must huve an officor, a3 an agent of the carrier, sign and file
with the Commission & compliance certificare on an annual basis, Vhe officer wust state in the certification
that he or she has pessenal knowledge that the compsny has established operating provedures thet are
adequate to ensure compliance with the rules i this subpart. The cerrier mmst provide a statement
aceompanying the certificate explaining how its operafing procedures ensurs (rat it is or i not in
compliznes with the sules in this subpml. (o addiion, the carrier must nclede an oxplanation of any
gotions taken against daty brokers and 8 summary of a3l customer complaings received in the past year
concerming [he vnauthorized release of CPML This fHling mwst be made annually with the Enforcomen
Bureau on or befure March 1 ln BB Docket No. 0638, for datz parfaining to the previous calendar year,

Fhe required ufficer cenification, acfions taken apainst data brokers and supmmigly of customer
compining docaments are included with thiv accompanying xtatament,.  The Compeny will file these
docirnents on an eniiwel basis o or bafore Mareh 1 for duta perfaiving o the previeus calendar year.

(f) Carriers must provide wriiten notice within five business days to the Conunission of sy
instance where the opl-out mechanisms do not work properly, 10 such a degree that consumers® Ingbility 1©
opt-out is more than an anomaly.

(1) The notice shali be in the form of a letter, and shall include the carrior's namne, a deseription of
the opt-out mechanism(s) used, the problems(s) experienced, the semedy proposed and when It wiil befwas
implemented, whether the relevant state commission(s) has been notifled and whether t has {sken any
action, a copy of the notice provided to customers, and contact mformation,

{2) Sueh notice must be sybmitted even if the carrier offers other methods by which conhsemers
may Op-out.

The Company does nof currently solicit “opt out” customer approval for the use or disclosure of CPNIL
Seetion 64.20148 Bafegusrds on the disclosure of customer proprietary network informaiion.

(&) Safeguarding CPNT. Telecommunications carriers must take reasonable measures o discover
and proteut aguinst atterapls fo gain anauthorized access to CPNL  Telecommunications cerriers must
properly authenticate a customer prior o disclosiay CPNI basod on customer-indtiated telephone contect,
o1 ine seCOUNE AC0Lss, or un fu-store visit,

The Compuanp’s CPNT policies and employee fraining include reasonable measures fo diseover and
profect aguinst gotivity thet is indicative of pretexting and emplayees ore hesivieted (o notlfy the CPNI
Coraplinnce Gfftcer if any swch activily is suspected,

{b) Telephone access to CPNL Teleeommunications carriers may only disclose call detail
information over the tefephonc, based on customerdnitiated telephone contzet, If the cunstomer first
provides the carrier with a pazsword, as deseribed in paragraph (e) of this seclion, that is nut prompted by
the carrier asking for readily available blographical Information, or aceouwnt information. If the customer
dots not provide a password, the telecommunications casrier saay only disclose call detail informatlon by
sending it to the costemer’s address of record, or, by calling the custemer at the telephone rumber of
record. Ifthe customer Is abls to provide call detail information to the telecommunications cartier durlig a



enstomer-initinted cail withont the telecommunications carvier’s assistance, then the telecommunications
caier is permitted to disenss the call desell Informution provided by the cugtomer,

Thg Company’s CPNI policies ensire that a customer is ealy able to qooess call detall information vver
the telephone in one of e ways listed In Rule 64.20100) I fthe customer cunnot rementber fheir
pessword, they ere prompted fo aiswer o sectvlty guestion.  Nelther the pussword nor the security
questiorn: are based ok readlly available bingraphicel information er accownd informafion.  Customer

service representitives are insiraowed o anthenticefe customery over e felephone in all Insfances except

In the case where the customner provides the eall detell information withowt the wssistenee of the
Company.

{¢y Online acewss to CPNI. A telocommunications carvier must anthenticate & customer withowt
the use of readily availeble blographical ieformution, or accowst information, prior 0 allowing the
custorger online aceess o CPNY relaled o a islecommuanicetions service acowunt. Onge authenticated, the
custemer nay ondy nbisin online aecoss to CPNI related to 4 teleoommunications servige account throngh 4
passveard, as described in paragraph (o} of this soction, fhat i5 not prompted by the carrier asiing for readily
available biographical informaiion, ar account information.

The Company complies with ondine regulations.

(&) In-Srare gocess to CENIL. A telecommuunications carrier may disclose CFNI to 8 customer
whe, at & cartier’s retall location, fivst presents to the telecommunications earvier or ifs agent & valid photo
1D matehing the customer’s acocount information,

The Company does not have retall locations.

(e) " Establishmert of a Pasyword and Back-wp Authenticafion Methods for Lost or Forgotten
Pegswords. To establish a paseword, b teleconmmuications carrier muost suthentioate the customer withont
the use of readily available biographical information, or account information. Telecommunications carriers
may create & back-up customer awhentication method in the event of a lost or forgotisn password, but such
Dack-up customer anthentication methed may not prompt the custormer for readily available biographicat
dinformation, or accownt informntion. ¥ & customer cannet provide the coprect password or the correct
response for the bysk-up customer authenlication method, the customer must astablish a new password ag
deseribed n this pavagraph,

The Company's CPNI policley allmw for u few ways to establish o password, all of which ensars
complinrce witl the abeve paragraph, Eacl moethod alve nifows the cuxtomer o extablish a back-np or
vecurlty question in the event f they forpef thelr pussword In o event does the Company #se readlly
arailoble blographicad informatien or account informatlon as o back-up qrestion ¢r a5 o meang Io
establish & password or authenticete (e cusfomer,

£} Nuotification of wecown changes.  Telecommunicnfions carriers must notify customers
tmmsiiately whenever g password, customer response to a back-up means of authentication for jost or
forgotten passwords, orline account, or address of record s created or changed. This notiBficating is not
required when the customer inilistes service, Including the selection of & password st service inRiation.
This notification may be through a oarrierwxiginuwd volcemnail or text message to the telephone munber of
record, or by mall o the address of record, and must not revent the chanped information or be sent fo the
new aceount formation,

The Company’s biiflng system generates o notification Ieiter when aiy of the ficlds fisted in Anie
64201000 is created or changed. The Company inmmedintely meily out the notification to the address of
record (never a new adiiress) when required by Rale 64.2010(). The content of the nofificadon complies
with the reguirements of Rule 64. 20104,



{g) Business Custoner FExemption. Telecommunications currfers may bind themselves
contractually fo anthentioation regimes other than thoge described in this section for services they provide
to their business customst that have both a dedicated account representntive and a contract that spacifically
addresses the carriors’ protection of CPML

The Compary does ot willige the business custoner exception at iis e,

Section 64,2011 Notification of customer proprietary network isfermation security
breaches,

{&) A telecomemunicstions carrier shell notity law cnforternent ol 2 breach of its customers” CPN1
s provided i this section. The carrier shall unt notify its customers or disclose the breach pubiicly,
whethet yoluntarily or under state or Jocal faw or these sules, notl it has comnplaned the process of nofifying
law enforcement porsuant to paragraph ().

{by As soon as practicable, and in no event later than seven (7) business days, after reasonable
doterination of the breach, the telecomnmunications carcler shall electronically notify the Unfted States
Secrat Service (US88) and the Federal Bureaw of lovestigation (FBI) Guough a contral reporting fucility,
The Comunission will maintain a link to the reporting Bucility #t htlp/Awww. foe.pov/eblcond.

(1) MNorwizhstanding amy stete Jaw o the contrary, the carrier shail nof netify customers oy
diselose the breach to the public until 7 foll busincss days have passed after netifleation to the USSS and
the ¥B1 except as provided i paragraphs (2) and (3).

{2} 1f the carrier believes that there is an extraordinarily urgesnt need to notify any class of affected
customers sooney than otherwise allowed wader puragraph (1), in order to avold mmediate and ltreparable
harm, it shall so indicste in fis notification and my proceed to immgdiztely notily its affected customors
vty ulter copsuliation with the relevant investigating agency. The carmier shall couperate with the relevan
investigating sgency’s reguest 10 minicize any adverss effects of snch custerner notification,

(33 I the relevant lovestigathog agency determines that the public discloswre or notice (o

custormers woulkl impede or compromige an ongaing or potentis] crimipal investipetion or netionad secarity,

such agency may dircct the carvier not to so disclose or nofify for an nitial period of up te 30 days, Such
periad ey be oxtended by the agenoy 13 reagonable nscessary ln the judgment of the agency. I such
direstion is given, the agency shall notify the curier when I appears that public disclosure or notice to
affected customers will no longer impede or compromise & orimingl investigation or national security. The
agency shall provide in writing its initial direction to the carrisr, any subsequent extsnsion, and any
notification that notice will no longer impeds or compromise a criminal mvestigation or national security
and such writings shall be contemporeneously logged on the same reporting facility that contains records of
notifications fited by carciers.

(¢} Recordkeeping. All sarriers shall mainfaje a record, electronically or in some oflier manner, of
any breaches discoversd, noiification made 1o the USSS and the FBI pursuaut fo paragraph (), and
notification made to customars. The record must inclade, if availavle, dates of discovery and notificetion, g
detailed description of the CPNI that was the subleer of the breach, and the circumstances of the breach.
Carriers shall retain the record for 2 minfmym of 2 years.

The Company has policies wnd procedures in place fo ensure compliaines with Rule 64,2011, Whew it bs
reasonably determined that @ breuck has eccwrred, ihe CPNI Complionce Officer will notify faw
enforcemant and ifs custorer I jhe required thinefrantes, A record of the breach will be maintwined for
g hunimwin of fwe years and will inefude sl Informafion required fy Rule 042011



